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FRAUDULENT ACTIVITY COMMUNICATION TOOL

FACT now enables cooperation between merchants, issuers and law enforcement as proven 

successful in the Global Days of Action, on a daily basis.

The tool enables direct, secure and pre-authorization communication between e-commerce merchants 

and issuing banks around the world, allowing the prevention of fraudulent transactions, chargebacks & 

chargeback settlement fees, and the protection of customers and brands. 
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CURRENT COOPERATION BETWEEN STAKEHOLDERS ON DAILY BASIS

The merchant can’t always identify who the issuer of the card is

The merchant can’t find the right contact at the bank

The issuer can’t verify if the merchant is trustworthy

The issuer isn’t presented with the right information to investigate the case

The issuer isn’t allowed to provide information to the merchant

In sum, the whole process is time consuming and confirmation is often too late
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Both merchants and issuers benefit from verification of a suspicious transaction. 

However, a variety of issues rise in the current set-up:
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SOLUTION: DAILY COOPERATION USING FACT

FACT is now being opened for daily usage
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HOW DOES FACT WORK?

The process

Step 1: The merchant adds the details of a suspicious transaction to FACT 

§ FACT completes case with statistics from the Perseuss* database

Step 2: Issuer receives an email with the request and responds by clicking a button or 

logging on to FACT 

§ When the BIN range is not known to FACT, the case can be redirected to 

the scheme, who can provide the issuer’s name and (fraud) contact details

Step 3: The merchant receives the confirmation and can block/accept the transaction

§ In case of confirmed fraud and availability of Law Enforcement, can 

choose to file a complaint

Features

§ Two-way communication: FACT 

also enables issuers to contact 

the merchant

§ Reporting on your ROI: how much 

fraud was already prevented?

§ Message function: communicate 

on the progress on a case

§ Dashboards in FACT show an 

overview of all the user’s cases

* Perseuss is a fraud intelligence platform hosting a global database of confirmed fraud cases.
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STEP 1: MERCHANT ADDS A NEW CASE
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STEP 2: ISSUER INDICATES AVAILABILITY

• The issuer can indicate its availability to review cases in the tool. This can be based on a time schedule (e.g. 9AM-6PM). 

There’s the opportunity to set a maximum number of requests per day, or a threshold transaction amount (e.g. only 

transactions of > €100)

• In case you don’t want to receive detailed information in your mailbox, indicate to receive only a notification. 



9

STEP 3: BANKS RESPONDS TO REQUEST (IN-MAIL OR ONLINE)

§ An email is sent to the right contact at the right bank, based on the BIN 

range

§ If the BIN range is not known in the system, the credit card scheme will 

forward the case to the right bank

§ The question is phrased in such a way that the bank is legally allowed 

to answer

§ The account numbers are stored outside FACT in a PCI DSS secured 

environment, for the issuer to retrieve once a request has been 

received

§ The bank does not need to check if the merchant is trustworthy: if they 

are part of FACT, they are a trusted party
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PERFORMANCE OF FACT BUSINESS AS USUAL SINCE LAUNCH IN DEC 2017

FACT has been tested for daily usage since December 2017 across several regions with +100 merchants, banks and card schemes. 

In this pilot, merchants reported their suspicious transactions directly to the banks. 

The results are above expectations:

• The rate of Fraud vs Not-fraud is at a 2:1 rate.

• ‘Other’ category includes deleted or canceled cases.

• ‘Cannot confirm’ is when the bank or scheme can not confirm, 

for example if they can’t reach the cardholder.

• The main challenge at this point is to increase the response rate, 

mainly by including more banks
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AVERAGE TIME BANKS NEED TO RESPOND TO A CONFIRMATION REQUEST

The response time of banks is most promising:

• 55% of cases was processed within 1 hour

• 75% of cases was processed within 12 hours

This time is expected to decrease further if more merchants send fraud alerts 

in FACT, leading banks to focus more on this channel of communication.
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NEXT STEPS & SCOPE OF LAUNCH

§ FACT is being opened for daily usage per region. 
• First: Europe, Canada, Colombia
• Date: April 1st

§ Global coverage of credit card schemes as a back up: VISA, American Express, Discover/Diners Club, UATP, 

Mastercard

§ FACT is accessible for all e-commerce sectors (e.g. Travel, Gaming & Gambling, Electronics, etc.) 
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FUTURE PERFORMANCE DEPENDS ON YOU…

In the name of the participating card schemes, we’d like to emphasize that the success of this cooperation depends on several
factors, which are up to you…

Please be critical of the cases you report. If merchants report too many cases that
turn out to be not fraudulent, the Banks will withdraw their support. Perseuss’ support
team monitors the quality of requests and contacts bad performers, but be aware that
this is a joint effort!

The more Banks participating inFACT, the better the responserate, the more 
merchants will join. Please share this presentation with the Banks/Merchants you
work with, to start this snowball effect.

Perseuss’ support team monitors the responserate and –time of Banks, and contacts
the slow responders to improve performance.

We can only improve further with your feedback: don’t hesistate to contact us with
questions and suggestions.

§ The quality of merchant’s request

§ The amount of Banks joined

§ The responserate of the Banks

§ The performance of the tool
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SIGNING UP & CONTACT INFO

MERCHANT

In order to create an account in FACT, please send your Company Name, 

User Name and E-mail address

BANK

To allow merchants to alert your bank with suspicious transactions, register 

by sending:

• Your BIN ranges 

• The e-mail address you’d like to receive the fraud alerts on 

CONTACT US

For any questions, suggestions or 

feedback on the tool, please don’t 

hesitate to contact us! 

Email: support@fact.aero

Participation is free of charge



15

BACKGROUND INFORMATION

FACT was created by Perseuss for the Europol ‘Global Airline Action Days’ 
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FACT WAS DESIGNED BY PERSEUSS FOR EUROPOL’S GLOBAL AIRLINE ACTION DAYS

Twice a year, Europol organizes the Global Airline Action Days 

(GAAD), during which 400+ merchants, issuers and Law 

Enforcement Agencies world wide cooperate to arrest 

fraudsters.

FACT was designed by Perseuss to support all communications 

during the GAAD. Perseuss is a fraud intelligence platform 

hosting a global database of confirmed fraud cases. 

Europol press release - October 2017
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